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Infocast InvesTrade Data Migration and Data Segregation

Infocast InvesTrade is the new generation trading solution. In addition to regular licensed software,

InvesTrade is available in 2 hosting models by Infocast:-

1.

2. Subscription by Application Service Provider (ASP) model

Infocast hosting services/infrastructure

Infocast understands that transferring client data is a sensitive matter, and has requested KPMG, an
international auditing firm, to perform a control review on Infocast’s data migration procedures and data
segregation architecture, comparing it against industry benchmarks for data hosting companies. The
following is a brief summary of the control report:-

Data Migration

Data Segregation

&

|

Choice

Choice of in-person transfer using portable
storage drive, or remote transfer using SFTP.

Secured

Migration only through using or connecting to a
dedicated migration terminal within our secure
command center.

Preparation

We assist pre-migration data conversion and
provide encryption and backup reminders.

Checks

Cut-over checklist and fallback plan are in place
to ensure a smooth migration and proper
contingency measures.

Accurate

Automatic key-field reconciliation is executed to
report on the accuracy of the migration.

Isolation

Our command center terminals and data center
servers are secured by firewall and physical
access restrictions.

Policies

Segregation of Duties policy and Application
Access Control policy allocate user roles and
privileges within the system.

Control

Oracle Role ID middle-office software is used to
control access to our data servers by restricting
and monitoring users.

Infrastructure

PCCW data center facilities ensure high quality
carrier-grade service and an additional layer of
security.

Protection

Hardened machines at both the command
center and data center prevent unauthorized
access and tampering.

The KPMG Control Report is available upon request.
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